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Non-stop Ports Scanning
The Temporal Advantage
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👤 Whoami

Guillaume GRANJUS 

Squad Leader at Intrinsec, a cybersecurity company


(Product & Engineering Manager)
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🕵 Cyber Threat Intelligence

• Dataleak Detection


• Brand Protection


• Risk Anticipation


• External Attack Surface Management
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📸 Examples
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🥃 Port Scan: The Old Fashioned Way

• A scan API composed of 400 workers.


• Each customer perimeter scan is launched 
at “night” to avoid working hours.


• Each customer perimeter scan must last 
no more than 2 hours on average to be 
able to do it for all our customers.


• 🔥 Orchestration, planning and scan 
intensity issues.


• 🙅 Our initial solution was reaching its 
limits
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🚀 The Desired Solution

• No longer a daily perimeter scan at a fixed time, but a continuous scan of IPs 
all day long


• Isolated scan environments between customers
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👽 The Temporal Way

• A namespace per customer.


• A schedule per IP to scan with a random offset in seconds between 00:00:00 
and 23:59:59.


• A PortScan Workflow with TCPScan & UDPScan Activities.


• Number of workers related to number of IPs to scan per customer and the 
scan time window.
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Workflow
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Activity
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https://github.com/Ullaakut/nmap



✨ Outcome
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CPU on a node containing our scan workers 

Before After

• Low and stable intensity for both customer and for us


• Predictability



💚 Feedback On Temporal

• It matchs our need for orchestration and planning.


• 500k Workflows executed every day on a single node (12 CPU / 16 Go RAM), 
deployed with Docker Compose.


• Multiple languages Workflow helps onboarding.


• Documentation and tutorials are great.


• Time spent understanding how schedules work (trigger time when offset is 
set).


• The CLI and UI are so practical to manage the platform.
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🚨 Exposed Temporal Web UIs
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🙈 Leaked Credentials
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✅ Remediations
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• Detect on your own with open source vulnerability scanner Nuclei and related 
template https://templates.nuclei.sh/public/unauth-temporal-web-ui.


• Contact Intrinsec to reduce your attack surface :-)


• Use Temporal Cloud :-)

https://templates.nuclei.sh/public/unauth-temporal-web-ui


💬 Questions
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